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On November 1, 2008, many businesses
will be expected to comply fully with new
identity theft rules (the “Red Flag Rules”)
promulgated by six Federal financial regu-
lators.! For background on these rules and
requirements, please refer to Part 1 of this
article in the August 2008 issue of Elec-
tronic Banking Law and Commerce Re-
port.? By now, most organizations subject
to these requirements are actively develop-
ing and implementing their Identity Theft
Prevention Programs. As organizations
strive to meet the compliance deadlines, the
following additional observations about
the rules and current implementation ef-
forts have been compiled.

Who Must Comply?

The Identity Theft Red Flag Rules do
not apply just to financial organizations
traditionally regulated by the Federal gov-
ernment. In fact, because the Federal Trade
Commission is one of the six agencies issu-
ing the Red Flag Rules, a broad cross-sec-

tion of businesses must comply. Organiza-
tions subject to the regulations are described
as financial institutions’ and creditors.
These terms include not only banks and
credit unions but also organizations such
as finance companies, automobile dealers,
mortgage brokers, utility companies and
telecommunications companies. Under the
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Red Flag Rules, “creditors” include any person/
organization who regularly extends, renews or
continues credit; any person/organization who
regularly arranges for the extension, renewal,
or continuation of credit; or any assignee of an
original creditor who participates in the decision
to extend, renew or continue credit.* Any busi-
ness subject to the Red Flag Rules must develop
a compliant Identity Theft Prevention Program
(“Program”).

Significantly, the Red Flag Rules apply to small
merchants as well as large financial institutions.
This means that organizations not traditionally
regulated by Federal authorities may now be sub-
ject to Federal oversight. It is these smaller orga-
nizations that will likely face difficulties meeting
the November deadline, since they may not have
existing compliance programs in place or resourc-
es to leverage. Furthermore, in some extreme cir-
cumstances, these smaller organizations may not
yet be aware that they must comply.

Within each organization, a variety of exper-
tise is necessary to develop a Program. At a mini-
mum, an organization’s fraud, risk, information
technology, compliance, business and legal func-
tions should be involved. For some smaller orga-
nizations, these functions may not be performed
by different people. The Federal regulators have
acknowledged that implementing successful Pro-
grams and maintaining compliance will straddle
multiple disciplines. In fact, examiners may even
consider the level of cooperation among disci-
plines in their assessment of Programs.

What Constitutes a
Covered Account?

Defining “covered accounts” has been one of
the most challenging aspects of implementing the
Identity Theft Prevention Programs. According to
the Federal regulators, the definition of covered
accounts has been a “fairly universal question.”®
Uncertainty exists because the guidance issued
along with the Red Flag Rules ultimately leaves
it to each institution to define those accounts that
should be covered for their organization. Accord-
ing to the Regulation, a covered account includes
personal accounts designed to permit multiple
payments or transactions (e.g., credit card ac-
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counts, mortgages, loans, etc.) and any account
for which there is a foreseeable risk to custom-
ers or to the safety and soundness of the financial
institution or creditor from identity theft. It is the
latter portion of this definition that has caused
difficulty.

The Red Flag Rules require a risk assessment
from each organization for its accounts, but there
is little guidance as to how an organization should
ultimately use the results in its determination of
which accounts constitute covered accounts.® De-
fining the specific criteria for “covered accounts”
should be an interactive process and involve ana-
lyzing how accounts are opened, how accounts
are accessed, and the types of accounts most sus-
ceptible to identity theft. Organizations should
be aware that the covered account factors listed
in the Red Flag Rules are not exclusive. Perhaps
the most important factor listed in the Red Flag
Rules is each organization’s past experience with
identity theft. For example, if a reasonable analy-
sis demonstrates that the potential harm to a cus-
tomer from identity theft associated with specific
business accounts is minimal, that may be a suf-
ficient reason to exclude such accounts from the
definition of “covered accounts.” An organization
making such a determination should confirm that
the analysis is supported by the organization’s au-
ditors. Any category of accounts that have been
subject to identity theft in the past (possibly even
at a similar organization) will likely face greater
scrutiny from examiners if not classified as cov-
ered accounts. Ultimately, the determination of
what constitutes a covered account will be unique
to each organization.

Enforcement and Liability
for Non-Compliance

As of the November 1 deadline, organizations
will have had one year to comply with the final
Red Flag Rules and, as such, full compliance is
expected on that date. However, the regulators
have indicated that organizations that have made
reasonable and good faith efforts, but who have
failed to complete all required tasks, may receive
some leniency. Organizations that have made
minimal or no progress will likely face additional
scrutiny.
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Organizations should expect a graduated en-
forcement process. In instances where a Program
is deficient or little to no progress has been made
to comply with the Red Flag Rules, examiners
may schedule additional on-site visits or require
a rigid timeframe for implementation to be com-
pleted. Informal or formal penalties could ensue
as a result of further and repeated lapses in com-
pliance.

While sanctions and fines may be rare under
the Red Flag Rules, the failure to comply with
the Red Flag Rules could result in civil penalties
due to certain provisions within the Fair Credit
Reporting Act (FCRA).” The relevant liability
provisions of the FCRA include fines and dam-
ages, including punitive damages and attorney’s
fees, for willful non-compliance or for negligent
noncompliance with “any requirement imposed”
under the FCRA (which now includes the Iden-
tity Theft Prevention Program requirement).® Any
fines or sanctions that arise under the FCRA may
only be enforced by the Federal Trade Commis-
sion (FTC) or the other federal financial regula-
tors. This means that a private right of action
in the courts has not been provided for anyone
harmed by an organization that fails to comply
with the Red Flag Rules.

Service Provider Compliance

The Red Flag Rules make special note of ac-
tivities performed “in connection with one or
more covered accounts” that are outsourced to
third-party service providers.’ In such instances,
the organization has an obligation to ensure that
its service providers are compliant with the Red
Flag Rules. As part of current implementation ef-
forts, organizations should review all applicable
service provider contracts to determine whether
existing contract language acknowledges compli-
ance with this type of Federal requirement or if
specific language must be addressed in an amend-
ment. Frequently, service providers will attempt
to pass on to their customers the cost of compli-
ance with such new regulations. To the extent the
service provider must comply with the Red Flag
Rules solely because of the services provided to
a specific customer, this is not an unreasonable
position. However, where a service provider is re-

quired to comply by the nature of the provider’s
business, it is less reasonable for the service pro-
vider’s customers to bear the cost of compliance.
Such costs are simply additional costs of doing
business that the service provider should recover
over time in its pricing.

In addition to confirming that a service pro-
vider complies with the Red Flag Rules, an or-
ganization that is subject to the Red Flag Rules
must maintain a copy of each applicable service
providers’ Program.

Required Activities versus
lllustrative Examples

In addition to the final Red Flag Rules, the regu-
lations include supplemental materials in the form
of Guidelines and an Appendix. This arrangement
has resulted in some confusion. The Guidelines
are intended “to assist financial institutions and
creditors in the formulation and maintenance of
a Program.”!® While not binding, if an organiza-
tion opts not to follow a particular guideline it
must nonetheless have “reasonable policies and
procedures to meet the specific requirements of
the final rules.”!" Omitting specific guidelines
from your Program will likely require some type
of justification. The Appendix, unlike the Guide-
lines, is included merely to illustrate examples of
“red flag” activity. Since these are just examples,
a decision not to include one of the listed red flag
activities in your Program will not require any
type of justification.

Some commentators have noted that the in-
teraction of the required activities and the non-
binding examples included with the Red Flag
Rules creates a potential obligation to search
lists of known criminals as part of the Program
requirements.'> The Red Flag Rules and associ-
ated Guidelines include a number of references
to certain provisions of the USA Patriot Act. The
requirement for the Red Flag Rules in the FACT
Act cites these provisions and states that the Red
Flag Guidelines must not be inconsistent with
certain provisions of the USA Patriot Act requir-
ing verification of the identity of persons opening
new accounts.'® The policies and procedures out-
lined in the referenced statutes set forth the mini-
mum standards for financial institutions to verify



the identity of customers opening accounts.!
Significantly, one of these minimum requirements
includes “consulting lists of known or suspected
terrorist or terrorist organizations provided to the
financial institution by any government agency to
determine whether a person seeking to open an
account appears on any such list.”!

This could imply that financial institutions and
creditors should include checks of known identity
thieves as part of their Program’s procedures for
opening accounts. Other than the referenced arti-
cle, little attention has been paid to this reference
to the USA Patriot Act. However, at a minimum
organizations, particularly more sophisticated
banks and financial institutions, should be aware
that searching lists of known identity thieves and
criminals may be an activity that should be ad-
dressed in their Program.

FFIEC Procedures Expected

As part of the evolution of the enforcement of
the Red Flag Rules, the Federal Financial Insti-
tutions Examination Council'® (FFIEC) is in the
process of establishing the examination proce-
dures for federal examiners who will be review-
ing compliance with the Regulations. In an effort
to establish consistency, the procedures are ex-
pected to be very similar for all entities regardless
of which regulator is responsible for evaluating
compliance. Currently, the final examination pro-
cedures are in the process of being approved by
each regulatory agency and will be announced
separately by each agency. At the time of this
publication, the Department of Treasury, Office
of Thrift Supervision (OTS) has released its ex-
amination procedures.

The OTS examination procedures, which are
likely representative of the final procedures to be
released by the other regulators, outline fifteen
separate examination steps.'” The first step in the
OTS examination procedures will be a scoping
process to assess how each organization’s Program
is organized. There will be six examination steps
focused solely on Red Flag Program compliance
that include assessing management oversight, the
comprehensiveness of the Program, staff training,
vendor management and interaction with find-
ings under other regulations (e.g., the Bank Se-
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crecy Act, Customer Identification Program and
Customer Information Security Program). The
remaining examination steps involve assessing
each organization’s compliance with the change
of address and address discrepancy rules.

Organizations should watch for the release of
their regulator’s procedures and use the informa-
tion provided to identify Program gaps and to
understand the examiners’ rationale. Federal of-
ficials have cautioned that organizations should
not stall implementation efforts in anticipation of
the procedures. The final examination procedures
are expected to be high-level and brief, and will
not be a roadmap for compliance.
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