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False Hope or a Possible Safe Harbor Reboot?

By Rafi Azim-Khan and Catherine D. Meyer

With EU-U.S. data transfer scheme Safe Harbor being found to be “invalid”
recently by Europe’s top court, pressure has increased on U.S. and EU officials
to put aside differences and see if an alternative 2.0 scheme could be brokered.
News this week is that the EU and U.S. are making some progress at a high
level, but there is still a good deal of work to be done.

According to EU Commissioner Vera Jourova, there is some agreement in principle that the U.S. will look
to improve certain aspects but the details are not agreed, for example, how to make sure there is stronger
oversight and enforcement by the U.S. Department of Commerce (DOC) and Federal Trade Commission
(FTC), respectively. The devil is always in the detail, and therein lies a potential problem. The EU wants to
move away from what was regarded as a scheme that was open to abuse and with poor compliance, given
its self-regulatory/self-certification nature, to one that is much more based on real oversight and tough
sanctions. Although businesses should be pleased that the sides are talking and some progress is being
made, that pleasure should come with a healthy dose of caution and may yet still prove to be a false dawn,
given how far apart both sides were on the details, even before the Facebook ruling.

So, what should businesses do now? Notwithstanding whatever dialogue is going on, the fact remains
Safe Harbor has been found invalid, and there is an enforcement regime that was bolstered with six figure
fines that poses a risk. The imperative should therefore still be to urgently review data transfer (and
general data handling) arrangements to see whether model clauses or binding corporate rules (BCRs) are
a better solution. Further, given the new data laws that are just around the corner in the EU, an updating of
company data handling arrangements and policies generally would go a long way to helping move
businesses into an up-to-date position, ready also for the new Data Protection Regulation, and thus reduce
fine/enforcement risk in any event.

If you have any questions about the content of this alert, please contact the Pillsbury attorney with whom
you regularly work or the authors below.
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About Pillsbury Winthrop Shaw Pittman LLP

Pillsbury is a full-service law firm with an industry focus on energy & natural resources, financial services
including financial institutions, real estate & construction, and technology. Based in the world's major
financial, technology and energy centers, Pillsbury counsels clients on global business, regulatory and
litigation matters. We work in multidisciplinary teams that allow us to understand our clients’ objectives,
anticipate trends, and bring a 360-degree perspective to complex business and legal issues—helping
clients to take greater advantage of new opportunities, meet and exceed their objectives, and better
mitigate risk. This collaborative work style helps produce the results our clients seek.

This publication is issued periodically to keep Pillsbury Winthrop Shaw Pittman LLP clients and other interested parties
informed of current legal developments that may affect or otherwise be of interest to them. The comments contained herein
do not constitute legal opinion and should not be regarded as a substitute for legal advice.
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