
Journal of Financial Compliance Volume 5 Number 4

Page 324

Journal of Financial Compliance
Vol. 5, No. 4 2022, pp. 324–334
© Henry Stewart Publications,
2398-8053

Financial Industry Group, 
Pillsbury Winthrop Shaw 
Pittman, 
31 West 52nd Street, 
New York, NY 10019, 
USA

*Tel: +1 212-858-1238; 
E-mail: brian  .montgomery@ 
pillsburylaw  .com
**Tel: +1 212-858-1031; 
E-mail: david  .oliwenstein@ 
pillsburylaw  .com

Data as sword and shield: How reg u lated  
enti ties in the bank ing and secu ri ties indus tries  
can uti lise data ana lyt ics to improve com pli ance and 
man age enforce ment risk
Received (in revised form): 16th Jan u ary, 2022

Brian H. Montgomery*
Senior Counsel, Financial Industry Group, Pillsbury Winthrop Shaw Pittman, USA

David Oliwenstein**
Counsel, Corporate Investigations & White Collar Defense, Pillsbury Winthrop Shaw Pittman, USA

Brian H. Montgomery

Brian H. Montgomery is Senior Counsel in 
Pillsbury’s Financial Industry Group, where he 
advises finan cial insti tu tions regard ing a broad 
range of reg u la tory com pli ance issues. Prior to 
join ing Pillsbury, Brian served in sev eral senior 
posi tions in the New York State Department of 
Financial Services, where he led the depart ment’s  
programme to exam ine reg u lated insti tu tions 
for com pli ance with fed eral and state con sumer 
finan cial laws. As Deputy Superintendent, Brian 
over saw con sumer com pli ance and fair lend ing 
exam i na tions of banks, non-depos i tory lend ers, 
loan ser vic ers, credit reporting agencies and 
other reg u lated insti tu tions, as well as Commu-
nity Reinvestment Act exam i na tions.

David Oliwenstein is Counsel in Pillsbury’s 
Corporate Investigations & White Collar Defense 
Group. Prior to join ing Pillsbury, David served 
for five years in the SEC’s Enforcement Division, 
where he worked closely with the agency’s data 
experts in the Analysis and Detection Center, 
Division of Examinations, and the Division of 
Economic Research and Analysis. During his 
ten ure at the SEC, includ ing as a senior coun-
sel in the Market Abuse Unit, David conducted 
all  aspects of inves ti ga tions regard ing poten tial 
vio la tions of the fed eral secu ri ties laws, includ-
ing insider trad ing, cyber mat ters, account ing 
mis con duct, mar ket manip u la tion, algo rith mic 
trad ing cases, dis clo sure issues, bro ker–dealer 
vio la tions and offer ing frauds.

AbstrAct

This arti cle exam ines the role of Big Data in the  
reg u la tion of the con sumer finance and secu ri ties 
indus tries in the United States. Because many 
major inter na tional finan cial insti tu tions are 
located in New York, this paper discusses the role of 
both fed eral and New York state reg u la tors. These 
reg u la tors increas ingly rely on data to con duct risk 
ana ly ses and shape exam i na tion pri or i ties, which, 
in turn, can lead to inves ti ga tions and enforce-
ment actions (that are also increas ingly driven by 
data anal y sis). This arti cle also discusses reg u la tors’ 
expec ta tions regard ing the role of data ana lyt ics in 
the devel op ment of effec tive com pli ance programmes 
and how reg u lated enti ties can lever age data to pro-
actively address issues before they become sub ject to 
reg u la tory scru tiny, and use this infor ma tion dur-
ing the course of exam i na tions, inves ti ga tions and 
enforce ment actions.

Keywords: Data  ana lyt ics,  bank ing  reg u -
lation, secu ri ties reg u la tion, enforce-
ment

INTRODUCTION
Participants in the bank ing and secu ri ties 
indus tries have long recognised the increas
ingly impor tant role that data ana lyt ics plays in 
the reg u la tory pro cess. The USA’s author i ties, 
at both the fed eral and state lev els, rou tinely 
tout their abil i ties to employ sophis ti cated 
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ana lyt ics to deter mine pri or i ties, set pol
icy and pur sue com plex wrong do ing. In an 
era in which reg u la tors have dem on strated a 
will ing ness to pur sue vio la tions of law based 
largely on data anom a lies, reg u lated enti ties 
must respond by incor po rat ing data ana lyt
ics into their com pli ance and super vi sory 
programmes to bet ter enable them to pre
vent and detect poten tial vio la tions before 
they become the sub ject of reg u la tory and 
enforce ment scru tiny.

The first sec tion of this paper pro vi des an 
anal y sis of the use of data ana lyt ics by con
sumer finance reg u la tors; the sec ond sec tion, 
titled ‘Securities reg u la tors’ use of data in 
the exam i na tion and enforce ment pro cess’, 
pro vi des the same anal y sis with respect to 
secu ri ties reg u la tors. The third sec tion, ‘Data 
as a shield: The use of data ana lyt ics prior 
to the enforce ment pro cess’, explores how 
reg u lated enti ties can proactively use data 
to enhance their com pli ance and super vi
sory programmes and min i mise the risk of 
reg u la tory scru tiny. The final sec tion offers 
guid ance regard ing how enti ties can most 
effec tively employ data ana lyt ics dur ing the 
reg u la tory enforce ment pro cess.

Consumer finance reg u la tors’ use of data in 
the super vi sory and enforce ment pro cesses
Several reg u la tors share juris dic tion over 
the con sumer finance indus try in the USA. 
The Office of the Comptroller of the Cur
rency (OCC) is the pru den tial reg u la tor 
for national banks, while state reg u la tors, 
includ ing the New York State Department 
of Financial Services (DFS or ‘the Depart
ment’), share super vi sion of statechartered 
banks with either the Federal Reserve or 
Federal Deposit Insurance Corporation 
(FDIC), depending on whether the bank is a 
Federal Reserve mem ber bank. In addi tion, 
the Consumer Financial Protection Bureau 
(CFPB) super vises banks with over US$10bn 
in assets for com pli ance with fed eral con
sumer finan cial laws. State reg u la tors are the 

pri mary licens ing author i ties for nondepos
i tory con sumer finance enti ties, although 
the CFPB has con cur rent juris dic tion over 
larger par tic i pants in sev eral con sumer 
finance mar kets, includ ing motor vehi cle 
financ ing. These reg u la tors lean heavily on 
data anal y sis to deter mine which con sumer 
finance prod ucts, and which reg u lated enti
ties, they will prioritise for super vi sion.

Consumer finance reg u la tors are 
increas ingly focused on reg u lated enti ties’ 
com pli ance with fair lend ing laws, includ ing 
the Equal Credit Opportunity Act (ECOA) 
and its implementing reg u la tion, Regulation 
B, the Fair Housing Act (FHA), and state 
fair lend ing laws, such as New York Exec
utive Law § 296a.1 Collectively, these laws 
pro hibit credit dis crim i na tion on the basis  
of race, col our, reli gion, national ori gin, sex, 
gen der expres sion or iden tity, mar i tal sta tus 
and age, among other prohibited bases. Reg
ulators’ recent pub lic enforce ment actions, 
reports and state ments sug gest that they are 
par tic u larly focused on poten tial dis crim i
na tion in the mort gage and motor vehi cle 
finance mar kets.

Data anal y sis is per haps the most impor
tant com po nent of fair lend ing com pli ance. 
However, the amount and com plex ity of 
data that reg u la tors and reg u lated enti
ties have access to diff ers mate ri ally for 
mort gage lend ing com pared to all  other 
con sumer finance prod ucts. For mort gage 
lend ing, the Home Mortgage Disclosure 
Act (HMDA) requires most reg u lated enti
ties that orig i nate con sumer mort gages to 
main tain, report and pub licly dis close loan
level data about mort gages, includ ing the 
race, eth nic ity and gen der of appli cants and 
coappli cants. Regulators use this detailed 
and acces si ble mort gage data to select reg u
lated enti ties for fair lend ing exam i na tions, 
according to riskbased cri te ria. By con trast, 
con sumer lend ers are gen er ally prohibited 
from collecting demo graphic data from 
appli cants for finan cial prod ucts other than 
mort gages, and such prod ucts are not sub ject 
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to the same data reporting require ments.2 
As a result, reg u la tors and reg u lated enti
ties that con duct their own data ana ly ses on 
con sumer finance prod ucts other than mort
gages typ i cally use proxy meth od ol o gies to 
iden tify whether appli cants and bor row ers 
are mem bers of a protected class. Follow
ing a White Paper published by the CFPB 
in 2014, the most com monly used proxy 
is Bayes ian Improved Surname Geocoding 
(BISG), which assigns a prob a bil ity for race 
and eth nic ity based on geog ra phy and sur
name.3 Although some com men ta tors have 
criticised BISG as unre li able,4 reg u la tors 
con tinue to use it as a tool in both exam i na
tions and inves ti ga tions.

A series of recent pub lic actions by the 
DFS pro vi des a win dow into how reg u la tors 
use data to shape fair lend ing super vi sion, 
enforce ment and pol icy. In 2020 and 2021, 
the DFS used HMDA data to con duct a 
detailed anal y sis of mort gage lend ing in 
New York State and published a report 
summarising the Department’s find ings and 
recommending pol icy changes.5 The DFS 
anal y sis focused on iden ti fy ing poten tial 
redlining, a form of dis crim i na tion in which 
a lender pro vi des unequal access to credit, 
or unequal terms of credit, because of the 
prohibited basis char ac ter is tics of res i dents 
in an area where an appli cant resides, will 
reside or in which the res i den tial prop erty to 
be mort gaged is located. The DFS focused 
on two met rics: the per cent age of mort
gages a lender orig i nated in neighbourhoods 
mainly com pris ing an eth nic minor ity pop
u la tion and the per cent age of mort gages a 
lender orig i nated to eth nic minor ity home
buyers. The report sub se quently found that 
sev eral lend ers were mak ing sig nifi  cantly 
fewer loans in these neighbourhoods and 
to such bor row ers than com pa ra ble lend
ers. This anal y sis led the DFS to launch 
sev eral inves ti ga tions into mort gage lend
ers that underperformed as com pared to 
peers, includ ing one inves ti ga tion that was 
resolved through an agree ment in which a 

nondepos i tory mort gage lender com mit ted 
to take a series of steps intended to improve 
its lend ing per for mance. In the agree ment, 
as well as in por tions of the report describ
ing the find ings of the Department’s anal y sis 
of the com pli ance programmes of other 
mort gage lend ers, the DFS emphasised that 
lend ers with dis pro por tion ately lower lend
ing to minor ity bor row ers and in mainly 
minor ity neighbourhoods typ i cally had not 
conducted any sig nifi  cant anal y sis of their 
mort gage lend ing data. These lend ers were, 
there fore, unable to iden tify that they were 
engaged in con duct that could lead to reg
u la tory scru tiny and were not  able to 
imple ment cor rec tive action to proactively 
address this con duct.

Federal reg u la tors and pros e cu tors have 
also increased efforts to iden tify redlin
ing. Since August 2021, the Department 
of Justice (DOJ) and the CFPB have ini ti
ated two enforce ment actions alleg ing that 
banks engaged in redlining, both of which 
include civil money pen al ties and other 
mon e tary relief.6 Both enforce ment actions 
arose directly out of refer rals from the OCC 
based upon sta tis ti cal ana ly ses conducted in 
con nec tion with fair lend ing exam i na tions 
focused on redlining, and relied in sig nifi  cant 
part on met rics sim i lar to those high lighted 
in the DFS report and agree ment: the banks 
received a dis pro por tion ately low num ber 
of mort gage loan appli ca tions from, and 
orig i nated a dis pro por tion ately low num
ber of mort gage loans in, mainly minor ity 
neighbourhoods.

Regulators and pros e cu tors have also 
begun to expand the scope of redlining 
ana ly ses to nondepos i tory insti tu tions. Tra
ditionally, redlining ana ly ses focused almost 
exclu sively on banks with brickandmor tar 
branches and relied on a review of banks’ 
lend ing met rics and the geo graphic areas in 
which banks locate branches and pro vide 
finan cial prod ucts. Although reg u la tors in 
recent years have begun reviewing non
depos i tory lend ers for poten tial redlining 
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through the con fi den tial super vi sory pro cess, 
no reg u la tor had taken pub lic action alleg
ing that a nondepos i tory lender engaged in 
redlining, and nei ther, for that mat ter, had 
a reg u la tor clearly and pub licly artic u lated 
how it would review nondepos i tory lend
ers’ prac tices for poten tial redlining. This 
pub lic silence has mark edly changed very 
recently. In 2020, the CFPB filed the first 
pub lic enforce ment action alleg ing that a 
nondepos i tory mort gage lender engaged in 
redlining.7 Although the CFPB’s com plaint 
recounted cer tain pub lic state ments of the 
lender’s prin ci pals that alleg edly dis cour aged 
pro spec tive minor ity appli cants from apply
ing for mort gage loans, the com plaint also 
focused in sig nifi  cant part on the lender’s 
dis pro por tion ately low level of lend ing to 
minor ity bor row ers and in mainly minor ity 
neighbourhoods. Similarly, the DFS study 
of the New York mort gage mar ket discussed 
poten tial disparities in nondepos i tory insti
tu tions’ lend ing to minor ity bor row ers and 
in mainly minor ity neighbourhoods, and 
the sole pub lic agree ment (as of the date 
of pub li ca tion of this paper) aris ing out the 
DFS study and related inves ti ga tions is with 
a nondepos i tory lender. Most recently, on 
22nd Octo ber, 2021, the DOJ announced 
a new redlining ini tia tive that will include 
review of nondepos i tory lend ers’ prac tices.8 
Nondepos i tory mort gage lend ers must now 
be pre pared for sig nifi  cantly increased reg u
la tory scru tiny of poten tial redlining, which 
will be grounded in reg u la tors’ anal y sis of 
HMDA data.

Consumer finance reg u la tors have also 
sig nalled a renewed focus on poten tial dis
crim i na tion in the motor vehi cle finance 
mar ket. From 2013 to 2016, the CFPB 
brought a series of enforce ment actions 
against banks and nondepos i tory finance 
com pa nies involved in indi rect motor vehi
cle lend ing based on data ana ly ses that found 
protected class bor row ers were charged 
higher ‘dealer mark ups’9 than nonprotected 

class bor row ers.10 Despite crit i cism that 
these enforce ment actions relied on argu 
ably flawed and oversimplified the o ries of 
lia bil ity, and Congress’s repeal of a 2013 
CFPB bul le tin describ ing these disparities 
as poten tial fair lend ing vio la tions, reg u la
tory scru tiny of this prac tice has con tin ued. 
Indeed, fol low ing a period of sev eral years 
in which reg u la tors took no pub lic action 
involv ing dealer mark ups, in the past two 
years mul ti ple reg u la tors brought enforce
ment actions alleg ing fair lend ing vio la tions 
based on sta tis ti cal disparities in dealer 
mark ups.

In June 2021, the DFS entered into con sent 
orders with two banks after alleg ing, through 
ana ly ses of the banks’ lend ing data, that pro
tected class bor row ers were charged higher 
dealer mark ups than nonprotected class bor
row ers.11 In addi tion, when the CFPB’s new 
direc tor, Rohit Chopra, was a com mis sioner 
for the Federal Trade Commission (FTC), 
the FTC alleged in an enforce ment action, 
among other things, that a car dealer vio lated 
the ECOA and Regulation B by charg ing 
higher mark ups to protected class bor row ers 
than non protected class bor row ers. These 
enforce ment actions were based on the dis
pa rate impact the ory of fair lend ing lia bil ity, 
through which facially neu tral pol i cies or 
prac tices may nev er the less lead to fair lend
ing vio la tions if the pol i cies or prac tices result 
in dis pro por tion ate out comes — typ i cally 
iden ti fied through data anal y sis — for pro
tected clas ses. In a state ment supporting the 
enforce ment action, Mr Chopra described 
dis pa rate impact anal y sis as ‘a crit i cal tool to 
uncover hid den forms of dis crim i na tion’.12 
The CFPB is likely to deploy the dis pa rate 
impact the ory of fair lend ing lia bil ity aggres
sively under Mr Chopra’s lead er ship and will 
rely heavily on data anal y sis in such actions.

Regulators have sig nalled that they are 
extremely focused on iden ti fy ing poten tial 
dis crim i na tion in con sumer finance mar
kets, which will be driven by, and depend 
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on, data ana lyt ics. Regulated enti ties should 
take note of reg u la tors’ stated pri or i ties and 
con tinue to develop datadriven com pli ance 
programmes.

Securities reg u la tors’ use of data in the 
exam i na tion and enforce ment pro cess
The Securities and Exchange Commission 
(the SEC, or The Commission) is the pri
mary author ity respon si ble for reg u lat ing the 
secu ri ties mar kets and polic ing the secu ri
ties indus try in the USA. The SEC over sees 
finan cial reporting by pub lic com pa nies, and 
reg u lates the activ i ties of brokerdealers,  
invest ment advis ers, trans fer agents, and other  
enti ties. The agency’s law enforce ment func
tion is vested in its Division of Enforcement, 
which often coor di na tes with fed eral and 
state crim i nal author i ties. The secu ri ties reg
u la tory regime also relies on a selfreg u la tory  
frame work, through which the SEC reg
u lates var i ous selfreg u la tory orga ni sa tions 
(eg FINRA, national secu ri ties exchanges) 
and those enti ties, in turn, over see secu ri ties 
indus try par tic i pants. On top of this fed eral 
regime, each state also has its own secu ri ties 
reg u la tory author ity, which enforces state 
secu ri ties laws, gen er ally known as ‘blue 
sky’ laws. New York’s Martin Act is widely 
regarded as cre at ing the strictest secu ri ties 
reg u la tion frame work at the state level.

Entities at each of these lev els — fed eral, 
selfreg u la tory and state — also rely heavily 
on Big Data to imple ment their reg u la tory 
man dates. On the SEC front, the Division 
of Examinations employs data ana lyt ics to 
estab lish pri or i ties and allo cate its scarce 
resources to inspect the more than 28,000 
enti ties reg is tered with the Commission.13 
As the Division of Examinations made clear 
in its 2021 Examination Priorities, the staff 
‘plan[s] to build upon existing work in pre
dic tive mod el ling and textbased ana lyt ics 
to improve [its] exam i na tion pro cesses and 
iden tify risks and out lier activ i ties cor re lated 
with com pli ance and con trol risks’.14 One of 

the most wellknown efforts of the Division 
of Examination in that regard is the cre a
tion of the National Exam Analytics Tool 
(NEAT), which rap idly ana ly ses voluminous 
trad ing data to detect a wide array of illicit 
activ ity, includ ing insider trad ing, violations 
related to suitability, front run ning, money 
laun der ing, and super vi sory fail ures.15 
NEAT’s abil ity to auto mat i cally ana lyse in 
min utes what for merly required weeks or 
months of an exam iner’s time has dras ti cally 
improved the effi ciency and effec tive ness of 
the SEC’s exam i na tion programme.

Over the past decade, data ana lyt ics have 
become a cen tral com po nent of the SEC’s 
enforce ment programme and the agency’s 
efforts in enforce ment actions span ning the 
spec trum of secu ri tiesrelated mis con duct, 
includ ing mar ket manip u la tion, insider 
trad ing and account ing vio la tions. The 
crown jewel of the SEC Enforcement Divi
sion’s data anal y sis capabilities is the Market 
Abuse Unit (MAU). Formed in 2010, the 
MAU tar gets com plex insider trad ing rings, 
mar ket manip u la tion and other sophis ti
cated mis con duct threat en ing the integ rity 
of the finan cial mar kets. The unit is staffed 
by enforce ment attor neys across the SEC’s 
offices, as well as indus try spe cial ists — for
mer trad ers, quan ti ta tive ana lysts and experts 
from other law enforce ment agencies — with 
the mis sion of ferreting out the mar ket’s most  
sophis ti cated mis con duct.

To that end, MAU cre ated the Analysis 
and Detection Center (the ADC), which 
has the pri mary mis sion of employing data 
ana lyt ics to detect sus pi cious trad ing pat
terns. In analysing mar ket data, the staff of 
the ADC operates according to the the ory 
that, over the long term, unusu ally high 
lev els of trad ing profi ts are likely to be 
indic a tive of mis con duct rather than skill. 
Market par tic i pants — and their coun sel — 
must there fore be mind ful of the fact that 
the MAU is will ing to com mence inves ti
ga tions based solely on a large sam ple size of 
profi t able trad ing.
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Since its incep tion, the MAU — and its 
data ana lyt ics capabilities — has been the 
driv ing force behind many of the agency’s 
head linegrab bing enforce ment actions. 
For exam ple, from 2015 to 2019, the SEC 
charged over 40 defen dants in con nec
tion with a scheme to hack into the SEC’s 
EDGAR data base and trade based on 
illic itly obtained cor po rate earn ings infor
ma tion. In announc ing the first of these 
actions, the thenSEC Enforcement Direc
tor stated that, ‘[t]his cyber hacking scheme 
is one of the most intri cate and sophis ti
cated trad ing rings that we have ever seen, 
span ning the globe and involv ing doz ens of 
indi vid u als and enti ties’, and added that the 
MAU’s ‘use of inno va tive ana lyt i cal tools to 
find sus pi cious trad ing pat terns and expose 
mis con duct dem on strates that no trad ing 
scheme is beyond our abil ity to unwind’.16

More recently, in June 2021, the SEC 
brought insider trad ing charges against a Sil
icon Valleybased insider trad ing ring that 
gen er ated US$1.7m in illicit profi ts, involved 
unlaw ful trad ing in the secu ri ties of two issu
ers and lasted for over a year. When the SEC 
brought this enforce ment action — in par al lel 
with a crim i nal case brought by the United 
States Attorney’s Office for the Northern Dis
trict of California — the Chief of the MAU 
touted the ‘sophis ti cated data anal y sis’ that the 
SEC used ‘to uncover th[e] insider trad ing 
ring and hold each of its par tic i pants account
able to ensure the integ rity of the mar kets’.17

Although the MAU may have pioneered 
the SEC Enforcement Division’s use of data 
ana lyt ics, sophis ti cated data ana ly ses have 
become a main stay of the Enforcement Divi
sion in recent years. In Sep tem ber 2020, the 
SEC brought its first set of cases that resulted 
from its ‘Earnings Per Share’ ini tia tive, which 
uses riskbased ana lyt ics to iden tify account
ing vio la tions resulting from, among other 
things, earn ings man age ment prac tices.18 In 
one of these cases, the improper adjust ments 
at issue increased the issuer’s earnings per 
share (EPS) by just one penny for one finan
cial quar ter, which enabled the com pany to 

meet ana lyst guid ance. In the sec ond case, 
the SEC charged the com pany’s chief finan
cial offi cer and chief account ing offi cer and 
imposed sub stan tial mon e tary pen al ties and 
bars on both indi vid u als.19

It is worth not ing that the SEC enforce ment 
staff also works closely with the Commis
sion’s other divi sions and offices to ana lyse 
data. One of the pri mary roles of the econ
o mists in the SEC’s Division of Economic 
and Risk Analysis (DERA) is to ‘develop[...] 
cus tom ized ana lyt i cal tools and anal y sis to 
proactively detect mar ket risks indic a tive of 
pos si ble vio la tions of the Federal Securities 
Laws’.20 DERA’s sub ject mat ter experts and 
data sci en tists rou tinely sup port the staff of 
the Enforcement Division by using advanced 
ana lyt i cal tools to detect mis con duct.

Building on these efforts, the SEC 
Enforcement Division recently cre ated 
the Environmental, Social, & Governance 
(ESG) Task Force, and has indi cated that the 
ESG Task Force will rely heavily on ana
lyt ics to iden tify related dis clo sure vio la tions 
and mis con duct. Of note, the Commission’s 
announce ment of the cre a tion of its ESG 
Task Force emphasised that the staff will use 
‘sophis ti cated data anal y sis to mine and assess 
infor ma tion across reg is trants, to iden tify 
poten tial vio la tions’.21 Given the impor tance 
of ESG issues to the Commission’s over all 
agenda, datadriven enforce ment actions are 
likely to arise from this ini tia tive in the near 
future.

The core phi los o phy under pin ning the 
Enforcement Division’s reli ance on data 
ana lyt ics is that on a longterm scale, unusu
ally high suc cess rates pres ent suffi  cient 
indi cia of mis con duct to war rant devot ing 
scarce inves ti ga tive resources. Institutional 
inves tors that profi t ably trade in advance 
of earn ings for five quar ters are lucky; if 
that streak extends for five years, they are 
likely to be trad ing on the basis of mate
rial nonpublic infor ma tion. An invest ment 
advi sory cli ent who out per forms other 
cli ents of the same adviser over five trans
ac tions is lucky; if the suc cess rate con tin ues 
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over fifty trans ac tions, the adviser is likely 
to be engag ing in a ‘cherrypicking’ scheme. 
Companies that nar rowly meet guid ance 
for one reporting period are well man aged; 
if the trend con tin ues over a full year, the 
com pany is likely to be ‘man ag ing’ earn ings.

Owing to the impor tance of data anal y sis 
in the sur veil lance of the secu ri ties mar kets, 
in July 2012, the SEC directed the secu ri
ties selfreg u la tory orga ni sa tions to cre ate a 
con sol i dated audit trail (CAT) that would 
strengthen the abil ity of the selfreg u la tory 
orga ni sa tions (and the SEC) to over see the 
indus try. The CAT became oper a tional on 
22 June, 2021, and because it will even tu ally 
con tain com pre hen sive data for every equity 
and options trans ac tion in the USA’s secu ri
ties mar kets, this data base will enhance the 
abil ity of the selfreg u la tory orga ni sa tions 
(and the SEC) to carry out their reg u la tory 
enforce ment mis sions.

Finally, the Office of the New York Attor
ney General has sub stan tially expanded its 
data anal y sis capabilities. This invest ment will 
enable the office — widely con sid ered to be 
the most aggres sive state secu ri ties reg u la tor 
in the coun try — to inves ti gate and pros e cute 
increas ingly com plex mis con duct.22

Data as a shield: The use of data ana lyt ics 
prior to the enforce ment pro cess
This sec tion and the one that fol lows dis cuss 
how reg u lated enti ties can and should employ 
data ana lyt ics to proactively iden tify risk and 
mit i gate the impact of inves ti ga tions and 
enforce ment actions. Financial ser vices reg
u la tors’ recent state ments and actions pro vide 
use ful insight into reg u la tors’ evolv ing use of 
data ana lyt ics, as well as their expec ta tions for 
how reg u lated enti ties should employ data as 
a key com po nent of a sound com pli ance pro
gramme. The first step that reg u lated enti ties 
can take is to imple ment pro ac tive data ana ly
ses, which can reduce the risk that reg u la tors 
will have neg a tive exam i na tion find ings that 
could lead to a costly inves ti ga tion or enforce
ment action.

Proactive use of data anal y sis to shape 
com pli ance programmes
While pro ac tive data anal y sis is a nec es
sary com po nent of a sound com pli ance 
programme for almost any entity sub ject 
to super vi sion by a reg u la tory author ity, 
it is par tic u larly crit i cal for reg u lated enti
ties in the secu ri ties and con sumer finance 
indus tries. The starting point for any effec
tive use of data in a com pli ance programme 
is ensur ing the integ rity of data col lected. 
Regulated enti ties should con sider peri od
i cally test ing their data for accu racy, and 
should iden tify and address the root cause of 
any sys temic inaccuracies. Regulated enti
ties that main tain accu rate data will gain an 
added ben e fit of being pre pared for future 
exam i na tions and inves ti ga tions, which may 
result in longterm time and cost sav ings.

Mortgage lend ers, in par tic u lar, must 
ensure that HMDA data col lected and 
reported is accu rate. Because the act requires 
such infor ma tion to be accu rate, lend ers 
whose HMDA data con tains inaccuracies 
could be sub ject to reg u la tory action for 
those inaccuracies alone. For exam ple, in 
2019 the CFPB took enforce ment action 
resulting in a sig nifi  cant civil mon e tary 
pen alty against a nondepos i tory mort gage 
lender that alleg edly inten tion ally reported 
inac cu rate race, eth nic ity and sex infor ma
tion.23 Although this alleg edly inten tional 
con duct is an extreme exam ple, lend ers act
ing in good faith that nev er the less report 
inac cu rate infor ma tion have also been cited 
for HMDA vio la tions as a part of the con
fi den tial super vi sory pro cess. These lend ers 
have had to spend time and incur sig nifi  cant 
costs to cor rect inac cu rate infor ma tion.

In addi tion to ensur ing that their data is 
accu rate, reg u lated con sumer finance enti ties 
should con sider conducting reg u lar sub stan tive 
data ana ly ses, includ ing regres sion ana ly ses, to 
iden tify poten tial risk. If these ana ly ses reveal 
disparities between protected class appli cants 
or bor row ers and nonprotected class appli
cants or bor row ers, reg u lated enti ties should 
con sider prompt cor rec tive action. This may 
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include reviewing under writ ing and pric ing 
pro cesses and, if appro pri ate, adjusting pric ing 
or other terms of loans. For exam ple, fol low
ing reg u la tors’ enforce ment actions involv ing 
dealer mark ups, some enti ties with large motor 
vehi cle finance port fo lios now reg u larly use 
BISG in con nec tion with ana ly ses of whether 
protected class bor row ers have been charged 
higher dealer mark ups than nonprotected  
class bor row ers and adjust charges if they dis
cover sta tis ti cally sig nifi  cant disparities. This 
pro ac tive anal y sis has had con crete, pos i tive 
results. Institutions that have implemented 
this con trol have avoided poten tial reg u la
tory action by dem on strat ing to reg u la tors 
their pro cesses and ensu ing cor rec tive actions 
taken.

Likewise, reg u lated enti ties in the secu
ri ties indus try should use data ana lyt ics 
to ensure com pli ance with their super vi
sory obli ga tions under Section 15(g) of the 
Securities Exchange Act of 1934 and Sec
tion 204A of the Investment Advisors Act 
of 1940. Given the advanced array of avail 
able ana lyt i cal tools, the SEC and its staff 
expect that sophis ti cated enti ties will incor
po rate data ana lyt ics into their com pli ance 
programmes, and could con ceiv ably view a 
fail ure to do so as fall ing short of the ‘rea
son able’ super vi sion required under the 
secu ri ties laws.24 Regulated enti ties that can 
dem on strate reg u lar data ana ly ses and have 
documented appro pri ate adjust ments based 
on those ana ly ses may be  able to reduce 
time and expenses asso ci ated with reg u larly 
sched uled exam i na tions and will be bet ter 
posi tioned to respond to, and reduce, the 
impact of inves ti ga tions, should they occur.

Data as a sword: How data ana lyt ics drive 
the enforce ment pro cess
Even reg u lated enti ties with effec tive and 
datadriven pol i cies, pro ce dures, sys tems 
and con trols may end up the sub jects of an 
exam i na tion or inves ti ga tion. When a com
pany receives an enquiry from a reg u la tor, 
the focus must shift from the use of data as a 

pro phy lac tic mea sure to leverag ing data for its 
per sua sive value — ie, to con vince reg u la tors 
and enforce ment author i ties that an enforce
ment action is not warranted or to mit i gate 
the con se quences of any poten tial vio la tions.

When to use data ana lyt ics to defend against 
an inves ti ga tion or enforce ment action

The first issue to be con sid ered by reg u
lated enti ties when using data in the course of 
an inves ti ga tion is tim ing. While the deter
mi na tion of whether to share the results of 
any ana ly ses will nec es sar ily depend on the 
facts and cir cum stances, it is never too early 
to start devel op ing argu ments based on data 
ana lyt ics and to con sider shar ing the results 
with enforce ment author i ties.

Regulated enti ties and their coun sel often 
wait until the end of an inves ti ga tion to share 
databased argu ments with enforce ment 
staff. While this approach may be appro pri
ate in cer tain circumstances — for exam ple, 
if the scope of the gov ern ment’s inves ti ga
tion is uncertain — in many cases, both the 
reg u lated entity and the reg u la tor will have 
an inter est in shar ing data ana ly ses early in 
an inves ti ga tion. As discussed above, the 
SEC staff often opens insider trad ing inves
ti ga tions based solely on data dem on strat ing 
dis pro por tion ate trad ing profit over a rea son
ably large sam ple size.25 In those instances, 
the entity sub ject to the staff’s enquiry may 
want to con duct ana ly ses contextualising the 
pur port edly sus pi cious trad ing by exam in ing 
(among other things): (i) how the size of the 
sus pi cious trans ac tion(s) com pare to the enti
ty’s trad ing gen er ally; (ii) whether the type of 
secu rity involved (eg equi ties, options) was 
anom a lous for the entity; (iii) how the trad
ing com pares to trans ac tions in other accounts 
asso ci ated with the entity; (iv) whether the 
trans ac tions are con sis tent with the entity’s 
trades in the secu ri ties of other issu ers within 
the same indus try or sec tor; and (v), how the 
pur port edly sus pi cious trad ing com pares with 
infor ma tion contained within the com pany’s 
research files.
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If the results of data ana ly ses sug gest that 
pur port edly sus pi cious trad ing is not, in fact, 
sus pi cious, the reg u lated entity should con
sider shar ing that with the reg u la tor early in 
the inves ti ga tive pro cess. If suc cess ful, the 
com pany may receive the ben e fit of minimis
ing costs asso ci ated with defending against 
a protracted inves ti ga tion and reduc ing the 
like li hood that the enforce ment author i ties 
will iden tify addi tional sus pi cious con duct 
dur ing an inves ti ga tion. Additionally, it is 
often eas ier for linelevel inves ti ga tive staff 
to jus tify to their super vi sory chain clos ing 
an inves ti ga tion at its early stages than when 
an inves ti ga tion is more advanced.26

Regulated con sumer finance enti ties 
fac ing an inves ti ga tion into poten tial fair 
lend ing vio la tions should also con sider shar
ing data ana ly ses early in the pro cess. This 
is par tic u larly true when an entity has been 
proactively conducting its own ana ly ses for 
the period under inves ti ga tion, and those 
ana ly ses dem on strate that poten tial dispari
ties are explained by credit char ac ter is tics or 
other neu tral, nondis crim i na tory fac tors. In 
some cases, reg u la tors may ini ti ate fair lend
ing inves ti ga tions based on raw disparities 
in lend ing data and have not yet con sid ered 
such fac tors. Moreover, reg u la tors may not 
have con sid ered, or had access to, enti ties’ 
under writ ing or pric ing mod els in order to 
con duct more detailed ana ly ses. Entities that 
can dem on strate pro ac tive mon i tor ing of 
their port fo lios, and that poten tial dispari
ties are based on nondis crim i na tory fac tors, 
may be  able to con vince reg u la tors that 
inves ti ga tions should be con cluded with out 
a pub lic enforce ment action.

Who should con duct data ana ly ses?
Large and sophis ti cated insti tu tions often 
employ their own data ana lysts and econ
o mists, many of whom are likely to pos sess 
the expe ri ence and skillset required to ana
lyse data for use in a reg u la tory inves ti ga tion. 
But reg u lated enti ties fac ing inves ti ga tions 
may also want to con sider retaining exter nal 

con sul tants to con duct the se ana ly ses, par
tic u larly if they plan to pres ent the results 
and con clu sions to reg u la tors.

Using out side experts can con fer at least 
two sig nifi  cant advan tages. First, exter nal 
consultants — particularly those who are 
rou tinely retained as experts — are likely 
to have more expe ri ence in conducting the 
pre cise types of ana ly ses that are rel e vant 
to reg u la tory inves ti ga tion. Secondly, and 
more impor tantly, enforce ment author i ties 
are likely to con sider ana ly ses performed by 
exter nal con sults to be more cred i ble, and 
ulti mately more per sua sive. This is par tic
u larly true if the expert has expe ri ence in 
conducting ana ly ses on behalf of both pri vate 
enti ties and gov ern ment author i ties. Addi
tionally, reg u la tory author i ties tend to have a 
favourable view of experts with an aca demic 
back ground. If a reg u lated entity does opt 
to retain an exter nal con sul tant, the engage
ment should be ini ti ated by coun sel, and the 
engage ment let ter should explic itly state that 
the expert is being retained to assist coun sel 
in pro vid ing legal advice to the entity.

What should enti ties pro vide to the  
gov ern ment?
Once an entity decides on retaining expert 
con sul tants, con ducts the ana ly ses, and then 
makes the stra te gic to deci sion to share the 
results with the gov ern ment, the reg u lated 
entity must then deter mine the form and sub
stance of data to share. On the one hand, the 
com pany can opt to share only the bot tom
line con clu sion. This is likely to have min i mal 
per sua sive value, although it might be an 
appro pri ate strat egy for data ana ly ses that 
reg u la tors can read ily rep li cate. Alternatively, 
enti ties might also opt to share all  aspects of 
the anal y sis, includ ing a detailed descrip tion 
of the meth od ol ogy, any assump tions under
ly ing the anal y sis, the param e ters regard ing 
which data was included, the results of the 
anal y sis, and a detailed dis cus sion of any con
clu sions. Enforcement author i ties are likely 
to con sider this approach to be more cred i ble 
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and to accord more weight to any ensu ing 
con clu sions.

Of course, shar ing more infor ma tion with 
the gov ern ment is not with out its risks. One 
poten tial pit fall involves inad ver tently (or 
know ingly) pro vid ing the gov ern ment with 
priv i leged infor ma tion and the like li hood of a 
court find ing that doing so effected a broader 
waiver. For that rea son, com pa nies and their 
coun sel must care fully weigh the poten tial 
costs and ben e fits of shar ing the results of any 
anal y sis with the gov ern ment. Another risk 
of shar ing more infor ma tion than nec es sary 
is the addi tional oppor tu ni ties for reg u la tors’ 
inhouse experts to raise meth od o log i cal 
ques tions that could inval i date favourable 
con clu sions. To allay this con cern, com pa
nies should con sider mak ing their con sul tants 
avail  able to meet with the enforce ment staff 
and respond in real time to any ques tions.

Finally, reg u lated enti ties should be 
mind ful of the fact that, under appli ca
ble SEC guid ance, vol un tar ily pro vid ing 
inves ti ga tive author i ties with addi tional 
infor ma tion is likely to weigh in favour of 
receiv ing coveted ‘coop er a tion credit’.27 
This credit pro vi des incen tives to reg u lated 
enti ties to par tic i pate in SEC inves ti ga tions 
and enforce ment mat ters, and can result in 
reduced charges and sanc tions, or even no 
action by the Commission.28 The oppor tu
nity for such credit is par tic u larly appli ca ble 
in instances in which the results of data ana
ly ses indi cate that the reg u lated entity may 
have vio lated appli ca ble law. The SEC’s 
longstand ing guid ance on coop er a tion by 
reg u lated enti ties pro vi des that the Com
mission con sid ers the extent to which the 
com pany pro vided help ful infor ma tion to 
the SEC staff and how much infor ma tion 
the com pany vol un tar ily disclosed that the 
agency might not have oth er wise detected.29

CONCLUSION
Financial ser vices reg u la tors at both the fed
eral and state lev els are increas ingly using 
Big Data to shape their super vi sory pri or i ties 

and ini ti ate inves ti ga tions and enforce ment 
actions. Regulated enti ties should, like wise, 
be incor po rat ing data ana ly ses into their 
com pli ance programmes, both to proac
tively iden tify pos si ble law vio la tions and to 
be posi tioned to defend against, and mit i gate, 
the impacts of inves ti ga tions or enforce ment 
actions. While there is no sin gle method 
of data anal y sis that fits all  reg u lated enti
ties, these businesses should be devel op ing, 
implementing and reg u larly updating data 
solu tions that are tai lored to their risk, com
pli ance require ments and busi ness oper a tions. 
By pre par ing these sys tems now, reg u lated 
enti ties can poten tially avoid, or greatly mit
i gate, the costs and impacts of inves ti ga tions 
and enforce ment actions.
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