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FTC Issues New Guidance for Mobile App
Developers that Collect Location Data

By James G. Gatto, Catherine D. Meyer, Elsa S. Broeker, and Amy L. Pierce

A mobile app that collects users’ location data while the mobile app is not in
use should clearly disclose such practices and provide users with choices.
Failure to do so could give rise to an FTC claim of deceptive practices.

In mid-February, the Federal Trade Commission (FTC) published advice regarding mobile apps’ collection
of users’ location data when the mobile apps are not in use. The FTC recommends that such mobile apps
clearly disclose such data collection practices and offer choices to users regarding such collection,
especially if such data collection would not be intuitive to a user. For example, consumers may assume
that a mobile app that provides driving directions will collect their location data, but consumers may not
assume that such mobile app also collects their location data when the mobile app is not in use.

The FTC’s guidance acknowledges that mobile app platforms and mobile operating systems, such as
Apple’s iOS and Google’s Android, may or may not have built-in, system-level disclosures that provide
information to users about a mobile app’s collection of location data. Regardless of such system-level
disclosures, the FTC urges mobile apps that collect users’ location data when the mobile apps are not in
use to disclose such data collection in a transparent way. Below are the tips provided by the FTC on ways
for mobile apps to explain such data collection practices to users:

= For a mobile app that is available through the iOS8 system, the system prevents the mobile app from
accessing a user’s location data when the mobile app is not in use, unless the user affirmatively allows
such collection in response to a system-level prompt. The dialog box for this system-level prompt
includes space for the mobile app to provide details on its collection of location data. The FTC
recommends that the mobile app use this space to clearly explain why the mobile app wants to access
the user’s location data, how the mobile app will use this data, and whether the mobile app shares this
data with third parties.

= For a mobile app that is available through an operating system that does not provide users with system-
level disclosures and choices about the collection of their location data, the FTC recommends that the
mobile app explain its data collection practices and offer users choices within the mobile app regarding
the collection of their data. For example, the FTC recommends that before the mobile app begins
collecting a user’s location data when the mobile app is not in use, the mobile app may give users an in-
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app notification that explains why it wants to access location data and give the user an opportunity to opt
in to such data collection.

= Regardless of what platform consumers use to obtain a mobile app, the FTC recommends that the
mobile app’s privacy disclosures and other information pages clearly describe the mobile app’s data
collection practices in plain language, so that users will understand whether the mobile app collects their
location data when the mobile app is not in use and for what purposes.

This recent guidance expands on the FTC’s recommendations included in its “Mobile Privacy Disclosures”
report published in February 2013. In that report, the FTC recommended, among other things, that mobile
app developers provide just-in-time disclosures and obtain users’ affirmative express consent before
collecting and sharing sensitive information, such as location data (to the extent the platforms have not
already provided such disclosures and obtained such consent). In the 2013 report, the FTC clarified that,
to the extent its guidance goes beyond existing legal requirements, it was not intended to serve as a
template for law enforcement actions or regulations under laws currently enforced by the FTC.

However, in late 2013, the FTC pursued enforcement action against at least one mobile app developer that
did not clearly and accurately disclose its collection and use of location data to users. In December 2013,
the FTC filed a complaint against Goldenshores Technologies, LLC, a company that provided a popular
“Brightest Flashlight Free” mobile app, and its owner. The FTC’s complaint alleged, among other things,
that the company’s acts and practices constituted unfair or deceptive acts or practices in or affecting
commerce in violation of Section 5(a) of the Federal Trade Commission Act because it provided a privacy
policy that did not reflect the mobile app’s use of personal data, including location data, and presented
consumers with a false choice on whether to share such data. In 2014, the FTC approved a final
settlement that required the company to, among other things, provide a just-in-time disclosure that fully
informs users when, how, and why their location data is being collected, used, and shared and obtain
users’ affirmative express consent before doing so.

This settlement, together with the FTC’s published guidance, emphasizes the importance for mobile apps
to provide clear, transparent, and accurate disclosures about their collection of location data and to provide
users with choices related to such data collection. Potential penalties for failing to comply with the FTC'’s
laws, rules, regulations, and guidance may include significant fines, required deletion of all consumer
information improperly obtained, ongoing FTC audits and inspections, and other compliance obligations.
Click here to view a copy of the FTC’s recent guidance for mobile apps that collect users’ location data.

Click here to view a copy of the FTC’s 2013 Mobile Privacy Disclosures Report.

Click here to view a copy of the FTC’s final order settling charges against Goldenshores Technologies, LLC.

Pillsbury Winthrop Shaw Pittman LLP www.pillsburylaw.com | 2


http://www.ftc.gov/news-events/blogs/business-blog/2015/02/location-location-location?utm_source=govdelivery
http://www.ftc.gov/sites/default/files/documents/reports/mobile-privacy-disclosures-building-trust-through-transparency-federal-trade-commission-staff-report/130201mobileprivacyreport.pdf
http://www.ftc.gov/system/files/documents/cases/140409goldenshoresdo.pdf
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If you have any questions about the content of this alert, please contact the Pillsbury attorney with whom
you regularly work, or the authors below.
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About Pillsbury Winthrop Shaw Pittman LLP

Pillsbury is a full-service law firm with an industry focus on energy & natural resources, financial services
including financial institutions, real estate & construction, and technology. Based in the world's major
financial, technology and energy centers, Pillsbury counsels clients on global business, regulatory and
litigation matters. We work in multidisciplinary teams that allow us to understand our clients’ objectives,
anticipate trends, and bring a 360-degree perspective to complex business and legal issues—helping
clients to take greater advantage of new opportunities, meet and exceed their objectives, and better
mitigate risk. This collaborative work style helps produce the results our clients seek.

This publication is issued periodically to keep Pillsbury Winthrop Shaw Pittman LLP clients and other interested parties
informed of current legal developments that may affect or otherwise be of interest to them. The comments contained herein
do not constitute legal opinion and should not be regarded as a substitute for legal advice.
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