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Overview  

With the proliferation of regulations governing data security and privacy, and near-daily news 
reports of computer hacking and privacy breaches, it has become imperative for companies 
that handle sensitive information to insure themselves against data security and privacy claims 
and investigations.  In recent years, a large market has evolved for insurance that is specifically 
designed to cover these risks – marketed under names like “privacy breach insurance,” 
“network security insurance,” and “cyber-liability insurance.”  Financial institutions, health care 
companies, retailers and wholesalers, professional service and data management firms, media 
and technology companies, and others that handle legally protected information increasingly 
view this new kind of insurance as a cornerstone of their risk management programs. 
 
Despite the increasing demand for data security and privacy insurance, every insurance 
company has its own unique policy forms, terms, and exclusions.  The result is a bewildering 
variety of insurance products that may contain some or all of the following coverages, to 
mention only a few: 
 Defense and indemnity against lawsuits arising out of data security and privacy breaches; 
 Costs of responding to regulatory investigations; 
 Crisis management expenses, such as costs of conducting a forensic investigation to 

determine the cause and extent of a breach, and costs of notifying and providing credit 
monitoring for affected customers; 

 Costs of restoring damaged data; 
 Loss of revenue while your business operations are interrupted by a data security breach. 

 
Due to the lack of standardization, policyholders often end up buying coverages they do not 
need.  More importantly, policies often contain unexpected exclusions for the very risks you are 
trying to insure.  For example, many policy forms cover losses resulting from the “theft” of data, 
but not from the mere “loss” of a laptop or hard drive, even though your liability for one may be 
as great as for the other. 
 
The good news is that in this highly competitive insurance market, the terms of data security 
and privacy insurance policies are highly negotiable.  An “off the shelf” policy can often be 
customized to respond to your unique circumstances – for instance, by being amended to 
provide coverage for data losses even in the absence of a theft, for breaches by vendors that 
handle your data, for liabilities to business partners in the event of a breach, for costs of 
pursuing indemnity claims against third parties, or to eliminate duplicative coverage by 
dovetailing your insurance with your indemnity rights against vendors and your potential rights 
as an additional insured under their policies.  Policies can even be amended to provide 
coverage for certain “content based” liabilities such as libel and copyright or patent 
infringement. 
 
Companies that do not have specialized data security and privacy insurance policies are also 
often surprised to find out that they already, in fact, have coverage for certain kinds of breaches 
under their existing property, general liability, errors and omissions, crime, and directors and 
officers liability policies – even though the insurers may wrongly deny coverage. 



Data Security, Cyber-Liability and Privacy Insurance Advocacy Program 

 

Pillsbury Winthrop Shaw Pittman LLP | www.pillsburylaw.com | 2 

Data Security, Cyber-Liability, and Privacy Insurance Advocacy  

Pillsbury’s Data Security, Cyber-Liability and Privacy Insurance Advocacy program provides our 
clients with the critical assistance they need to obtain “state-of-the-art” coverage for data 
security and privacy breaches.  Our team brings market knowledge, up-to-date understanding 
of evolving insurance case law, and effective advocacy to bear during the placement process to 
alert you to critical deficiencies in the policy forms you are offered and to negotiate 
improvements to coverage, including drafting and negotiating manuscripted policy wordings 
and modifying policies to address recent legal developments.  And, of course, when a loss or 
potential loss occurs, the Pillsbury team is available to advise, and, if necessary, litigate to 
enforce our clients’ coverage rights. 
 
Frequently Asked Questions 

Why Data Security, Cyber-Liability, and Privacy Insurance and not other kinds of 
coverage? 
In fact, we provide the same service on all forms of coverage, but the zone of potential 
improvement and the value of the exercise is usually greatest for certain kinds of non-standard 
or highly negotiable coverage, such as data security, cyber-liability, and privacy insurance. 
 

How often should this be done? 
For some of our clients, negotiating enhancements to coverage is an annual process, and 
policy wording enhancements may evolve slowly, yet inexorably, in our clients’ favor.  Other 
clients consult us only when they have a particular transaction or exposure they are concerned 
about. 
 
What does a review cost? 
In appropriate cases, the Data Security, Cyber-Liability, and Privacy Insurance review may be 
performed on a reasonable, flat-fee basis, with the cost dependent on the complexity of the 
coverage.  Regardless, our clients have been unanimous in their opinion that the program 
provides tremendous value. 
 
Will this offend my broker? 
Not the good brokers. The top brokers regularly recommend a “second look” by counsel, and 
frequently refer their valued clients to Pillsbury. We complement, but do not replace, your 
broker. Our strong relations with the top brokers and insurers are a key to our success. 
 

For more information, please contact: 
Rene Siemens, tel: 213.488.7277, e-mail: reynold.siemens@pillsburylaw.com 
Robert Wallan, tel: 213.488.7163, e-mail: robert.wallan@pillsburylaw.com 
 
or any member of our Insurance Recovery & Advisory practice listed below: 
James Bobotek, tel: 202.663.8930, e-mail: james.bobotek@pillsburylaw.com 
Kimberly Buffington, tel: 213.488.7169, e-mail: kimberly.buffington@pillsburylaw.com 
Mariah Brandt, tel: 213.488.7234, e-mail: mariah.brandt@pillsburylaw.com 
David Dekker, tel: 202.663.9384, e-mail: david.dekker@pillsburylaw.com 
Peter Gillon, tel: 202.663.9249, e-mail: peter.gillon@pillsburylaw.com 
Geoffrey Greeves, tel: 203.663.9228, e-mail: geoffrey.greeves@pillsburylaw.com 
Melissa Lesmes, tel: 202.663.9385, e-mail: melissa.lesmes@pillsburylaw.com 
Vince Morgan, tel: 713.276.7625, e-mail: vince.morgan@pillsburylaw.com 
Esther Yeu, tel: 415.983.1307, e-mail: esther.yeu@pillsburylaw.com 
 
ATTORNEY ADVERTISING. Results depend on a number of factors unique to each matter. Prior results do not guarantee a 
similar outcome. This material is not intended to constitute a complete analysis of all tax considerations. Internal Revenue 
Service regulations generally provide that, for the purpose of avoiding United States federal tax penalties, a taxpayer may rely 
only on formal written opinions meeting specific regulatory requirements. This material does not meet those requirements. 
Accordingly, this material was not intended or written to be used, and a taxpayer cannot use it, for the purpose of avoiding 
United States federal or other tax penalties or of promoting, marketing or recommending to another party any tax-related 
matters. 


