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Mobile Privacy Practices

Recent California developments indicate what’s to come

James Chang, James G. Gatto, Meighan E. O'Reardon”

The use of mobile applications has seen huge growth in the past few years. As the use of apps be-
comes increasingly commonplace, social concerns such as the privacy of app users will increasingly
need addressing. California is taking the lead in regulating this important issue. This article provides an
overview of mobile privacy (I. and II.), a summary of California’s stance on how to address the issue,
an overview of the state’s principles regarding privacy (lll.), its best tips for complying with its princi-
ples (IV.), and an examination of the privacy related laws outside of California (V.).

I. Introduction to Mobile Privacy

The use of mobile applications ("apps") continues to grow at a staggering rate. According to a recent
press release, as of May 2013 users of Apple’s App Store have downloaded over 50 billion apps.1 This

marks a significant increase since crossing 40 billion downloads at the beginning of 2013.% Furthermo-
re, according to Apple, nearly 20 billion of the 40 billion downloads occurred in 2012. Apple’s App Sto-
re first opened in July 2008; thus, users downloaded nearly the same number of apps in 2012 as they

did in the prior two and a half years combined. Similarly, Google recently reported that users of its app

store have downloaded over 48 billion apps.3 To meet this demand, developers are responding with a
large selection of apps. Apple recently disclosed that its App Store hosts over 850,00 apps.4

Despite widespread use and adoption, mobile apps are particularly problematic from a privacy per-
spective. The privacy risks posed by apps are significant; by their nature mobile devices are portable,
and apps provide easy access to vast amounts of personal information including user location informa-
tion. This combination is risky. Furthermore, users are often multi-tasking or distracted while navigating
through content on their mobile devices, and small screens make it difficult to detect malicious activi-
ties that expose personal information.
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As the use of mobile applications continues to grow, and the risks of use abound, it is important to con-
sider the legal requirements of creating and releasing apps. Significantly, app developers must not on-
ly conform to the relevant law in their own jurisdiction, but they must also consider the law in the ju-
risdiction of the users of their apps as well. The need to focus on these issues is even more compelling
and timely in light of the fact that newly appointed FTC Chair, Ms. Edith Ramirez, has announced that
she will specifically focus on Children’s Online Privacy Protection Act (COPPA), regulating mobile apps,
and Internet privacy.

Il. Summary of California’s Approach to Mobile Application Compliance

California has traditionally been at the forefront of U.S. privacy developments, and the state’s recent
enforcement of its privacy laws against mobile app developers signals increasing regulatory attention
in this market. Within the last year, the California Attorney General's Office established a Privacy En-
forcement and Protection Unit to ensure that information collected on the state’s residents conforms to

statutes such as the California Online Privacy Protection Act (OPPA).5 The Enforcement Unit’s mission
is to protect Californians’ right to privacy, which the unit does by enforcing state and federal privacy
laws, and developing programs to educate consumers and businesses on privacy rights and best prac-
tices. In late 2012, the Enforcement Unit and California’s Attorney General specifically began targeting
mobile app developers and operators.

Similar to websites and more traditional online applications, mobile app developers and operators
collecting the personal information of California residents must have a conspicuously posted privacy
policy that describes clearly and completely how personal data is collected, used, and shared. Without
such a privacy policy in place, mobile app developers and operators could face fines. Additionally, to
better assist developers, the Attorney General has published a set of privacy guidelines highlighting

best practices.6 These guidelines provide a general framework of the steps a developer can take to
conform with California’s requirements.

Ill. California’s Joint Statement of Principles and Enforcement

California is poised to play a significant role in the mobile space given that it is home to many of the
corporations leading the mobile revolution and has stringent consumer protection and privacy laws.
Because of the number of app developers in the mobile space, California has opted to address defici-
encies in mobile privacy by pursuing a strategy with the key app platforms. On February 22, 2012, the
Attorney General of California reached an agreement with the six leading mobile application platforms

- Amazon, Apple, Google, Hewlett-Packard, Microsoft, and RIM’ - to create a statement of five princi-
ples to foster innovation in privacy protection, promote transparency, and facilitate compliance with

privacy laws in the mobile arena (the ”Joint Statement of Principles").8 On June 22, 2012, the Attorney
General expanded that agreement to include social applications when it announced that Facebook be-

came the seventh company to sign on.?

The Joint Statement of Principles affirms the premise that if an app collects personal information, the
app must have a privacy policy. Perhaps most significantly the Joint Statement of Principles makes it
practically possible for app developers to comply with California’s requirements. The Principles provide
for mechanisms on each app platform to (i) allow developers to load their privacy policies into the app
store, and (ii) provide users with the opportunity to review app privacy policies prior to downloading
the app in question. Previously, users would often need to hunt within applications, already purchased
and virtually impossible to "return," just to find the applicable privacy policies.

The Joint Statement of Principles specifically states:

- 1 Privacy Practice: Where applicable law so requires, an application ("app") that collects perso-
nal data from a user must conspicuously post a privacy policy or other statement describing the
app’s privacy practices that provides clear and complete information regarding how personal da-
ta is collected, used and shared.

- 2 Transparent Availability: In an effort to promote greater transparency and to increase devel-
oper awareness of privacy issues, the Mobile Apps Market Companies will include, in the applica-
tion submission process for new or updated apps, either
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- (a)an optional data field for a hyperlink to the app’s privacy policy or a statement descri-
bing the app’s privacy practices or

- (b)an optional data field for the text of the app’s privacy policy or a statement describing
the app’s privacy practices.

For developers who choose to submit a hyperlink or text in the available data field, the Mobile
Apps Market Companies will enable access to the hyperlink or text from the mobile application
store.

- 3 Whistleblowing: The Mobile Apps Market Companies have, or will implement a means for users
to report to the Mobile Platform Companies apps that do not comply with applicable terms of ser-
vice and/or laws.

- 4 Response to Non-Compliance: The Mobile Apps Market Companies have or will implement a
process for responding to reported instances of non-compliance with applicable terms of service
and/or laws. Any action that a Mobile Apps Market Company takes with respect to such an appli-
cation will not limit
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law enforcement or any other regulator’s right to pursue an action against a developer for alle-
ged violation of applicable law.

- 5 Best Practices Review: The Mobile Apps Market Companies will continue to work with the Cali-
fornia Attorney General to develop best practices for mobile privacy in general and model mobile
privacy policies in particular. Within six months the participants will convene to evaluate privacy

in the mobile space, including the utility of education programs regarding mobile privacy.10

Following the release of the Joint Statement of Principles in the fall of 2012, the Office of the Attorney
General of California sent letters to mobile application developers that failed to satisfy California’s pri-
vacy laws and offered a thirty (30) day time period to comply. Specifically, the Attorney General sent
out letters to the 100 most popular non-compliant apps at the time. The letters were the first step to
enforce the California Online Privacy Protection Act against mobile app developers. Under OPPA, mobile
app developers and companies are faced with fines of up to $2,500 each time a non-compliant app is
downloaded.

On December 6, 2012, the Office of the Attorney General of California filed a lawsuit against Delta Air-
lines after Delta failed to comply with the terms of the letter from the Attorney General. The complaint
alleged that Delta’s mobile app could be used to check-in to a flight, view reservations, re-book can-
celled or missed flights, pay for checked baggage, track checked baggage, access frequent flyer ac-
counts, take photographs, and save a user’s location. Despite collecting information such as a user’s
name, telephone number, email address, frequent flyer account number, pin code, photographs, and

location; the app did not have a privacy policy, let alone one that was conspicuously posted.11 Within
a short period of time after filing suit, Delta published a mobile privacy policy for its app. The lawsuit
was subsequently dismissed by the court because the Airline Deregulation Act prevents states from re-
gulating airline services. Because Delta’s app allowed users to, amongst others things, check-in to a
flight, the court agreed with Delta that the California statute could not regulate its use. Although Del-
ta was able to have the lawsuit dismissed on these grounds, most app makers should not count on
being able to make a similar argument. Furthermore, the Attorney General’s suit against Delta indica-
tes California’s willingness to enforce its privacy laws against app developers and owners.

IV. Privacy on the Go

In a further development related to mobile app privacy in California, in January 2013 the Attorney Ge-
neral of California published "Privacy on the Go: Recommendations for the Mobile Ecosystem". The re-
port is directed toward app developers, app platform providers, and advertising networks and provides

suggestions for best practices to help developers comply with California law.*? The recommendations
are meant to align with the widely accepted Fair Information Practice Principles (FIPPs), which form the
basis for many privacy codes and laws around the world, including the federal Privacy Act of 1974 and
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the California Information Practices Act of 1977; these principles include: transparency, purpose speci-
fication, collection limitation, use limitation, individual participation, data quality, security, and accoun-
tability.

The Attorney General’s report aligns with the industry best practice of "privacy by design." The overar-
ching themes of the report include:

- (i)minimizing surprises to end users, and
- (ii)sharing accountability between developers and third parties with access to users’ personal in-
formation.

The guide recommends that an app’s privacy policy be short and easy to understand. Furthermore,
apps should include features which not only display a privacy policy, but give users alerts when their
information is being used, and control over how data is used. The report also recognizes that protec-
ting user privacy is not a task left solely to an app developer, but the decisions and actions of third
parties are also key to protecting users’ privacy.

The report provides practical recommendations for app developers to develop sound privacy practices
including by: (1.) using data checklists, (2.) identifying privacy practices, (3.) drafting a clear privacy
policy, and (4.) implementing certain enhanced privacy measures.

1. Data Checklists

If possible, privacy considerations should be made at the start of the app development process. As
with most aspects of application development, it is easier to implement functionality at the onset, ra-
ther than revising existing code or functionality. The first step to ensure that privacy is taken into ac-
count at the beginning of the development process is to create a list of potential information that will
be used in the app. With a checklist in place, developers should be better equipped to anticipate issues
with data use.

2. Privacy Practices

An app owner’s specific privacy practices will depend largely on the functionality of the app in questi-
on; however, conforming to general privacy principles helps to balance the needs of the consumer with
the needs of the business. Transparency to end users as well as limited storage and collection of perso-
nal information are two such principles detailed in the report.

Customers appreciate transparency. In this information age, users have become accustomed to in-
stantly finding information when and where they want it. Furthermore, transparency about privacy
practices helps users become more comfortable with an app. One way to promote transparency is to
make an app’s privacy policy accessible from the app delivery platform before a user even downloads
the app to their mobile device. In addition, once downloaded, the privacy policy should also be accessi-
ble from anywhere within the app. Finally, keeping in mind that many users begin using apps without
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first reading a privacy policy, apps should draw users’ attention to how their data (especially sensitive
personal information) is being used.

It is recommended that apps should limit the amount of data collected and stored. In today’s econo-
my, information collected about users is a very valuable resource; however, users may reject an app

if they feel that their information is being stored and used without their consent. It is also important to
remember that personal information may be subject to differing laws and user expectations. When da-
ta deals with minors or sensitive information, developers must be especially careful to limit what data
is collected. Furthermore, where possible, users should be granted granular control over their data, in-
cluding by programming default settings that protect personal information.

Users expect developers to keep information safe from both external and internal threats. As a general
principle, developers should limit access to personally identifiable information to just those employees
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that need the information. Furthermore, information should be encrypted so that even if a network is
compromised, the data is still protected.

3. Drafting a Privacy Policy
Once a developer has decided on the best practices for their app, a policy should be created to provide
an overview of the practices adopted. California recommends that the policy be

- (i)easy to find for both existing and potential users, and
- (ii)easy to comprehend.

There are different ways that a privacy policy can be written so that it is user friendly. For example,
one method is to have a layered approach with different versions of the policy, depending on how
much detail a user is seeking, ranging from a broad overview to a detailed explanation of each provi-
sion. Another approach is to categorize the contents of the policy by the type of personal information
that is collected (e.g., biographical information, photos, location, etc.). It is also important to consider
that mobile app privacy policies will often be read on mobile devices, and must be formatted accor-

dingly.13

Besides making the policy accessible, the policy should also describe how personal information is used
in a more concrete manner. Users appreciate clear definitions of information collected by an app, as
well as the policy for retention of that information. If an app allows third party use of any information,
the policy should describe how, why, and under what circumstances that information is available to the
third party.

Finally, since privacy considerations are ever changing, privacy policies should be updated as the nee-
ds of the business and consumer change. Be sure to describe how consumers may contact the deve-
loper with concerns about the privacy policy as well as how the business will contact the consumer
about any changes to the policy.

4. Implementing Enhanced Measures

Privacy concerns do not end with the publication of a sound privacy policy. Consumers will often skip
past reading a privacy policy, yet expect robust protection of their data and control over how their in-
formation is used. One of the best ways to address this expectation is by providing notice of privacy
practices while the user is navigating through the app. Alerts embedded within the app’s functionality
serve to direct users to specific data collection practices. Such an alert not only makes the user aware
of the app owner’s privacy practices, but it sets user expectations as to how information will be used.
For example, after a form that collects personally identifiably information is completed, and before cli-
cking send/submit, the user may be prompted with a message explaining how the information from the
form will be used and with whom it will be shared. Finally, if a user does not agree with how their infor-
mation will be used, they should have the option, at that point in time, to choose to stop using the app
or specifically control how their information is used.

V. Beyond California

California’s recent activity in the mobile space is significant from an enforcement and guidance stand-
point; however, both domestically and internationally, other regulators are also working to introduce
privacy standards to the mobile apps market.

1. USA

On a national level, the Federal Trade Commission (FTC) has recently released a series of recommen-
dations outlining ways to improve mobile privacy disclosures. In December 2012, the FTC released its
report "Mobile Apps for Kids: Disclosures Still Not Making the Grade" directly addressing considerati-

ons for mobile apps targeted toward children.* Significantly, the February 2013 FTC report titled "Mo-

bile Privacy Disclosures" echoes many of the same themes outlined in California’s guidance.15 In addi-
tion to a wealth of other guidance in the report, the FTC specifically recommends that app developers
should:

- Privacy Policy: Have a privacy policy and make sure it is easily accessible through the app
stores;
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- Availability & Consent: Provide just-in-time disclosures and obtain affirmative express consent
before collecting and sharing sensitive information (to the extent the platforms have not already
provided such disclosures and obtained such consent);

- In-App Third Party Services: Improve coordination and communication with ad networks and
other third parties that provide services for apps, such as analytics companies, so the app deve-
lopers can better understand the software they are using and, in turn, provide accurate disclo-
sures to consumers. For example, app developers often integrate third-party
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code to facilitate advertising or analytics within an app with little understanding of what informa-
tion the third party is collecting and how it is being used.
- Selfregulation: Consider participating in self-regulatory programs, trade associations, and indus-

try organizations, which can provide guidance on how to make uniform, short-form privacy dis-

cIosures.16

- In addition, in early May 2013, Georgia Congressman Hank Johnson introduced the Application
Privacy, Protection and Security (APPS) Act 2013 which, if enacted, would require app developers
to display privacy policies and obtain consent to those policies before the app is even used, al-
low users to decide the fate of data that has been collected on them after no longer wanting to
use an app, and regulate app developers’ data storage policies.

2. European Union

Internationally, the European Union Article 29 Working Committee has also been actively examining
the issues around mobile app privacy. In February 2013, the Article 29 Working Committee adopted
an Opinion on Apps on Smart Devices (the "Opinion") that outlines the legal framework for processing

personal data in apps and the necessary consent.’ The Opinion concludes that responsibility for mobi-
le app privacy rests with multiple parties including app developers, app stores, operating system and
device manufacturers and other third parties who use collected data.

3. Conclusion

California is playing a leading role, but is not alone in its efforts to enforce existing privacy laws against
mobile app owners and developers. California’s guidance to app developers seems to be consistent
with similar guidance from the FTC and even the Article 29 Working Committee in Europe. Therefore,
California’s actions in the last year signals activity yet to come in other jurisdictions, and developers
should pay attention to the state’s guidance to anticipate potential mobile app privacy issues. It is im-
portant to ensure that you have worked with experienced legal counsel in this area to avoid being the
next company against which an enforcement action is brought.
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